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(54) DIGITAL DATA COMMUNICATION SYSTEM 

(57) Abstract: 

PROBLEM TO BE SOLVED: To protect a copyright by 
inhibiting illegal use of digital data from a disk in a 
personal computer(PC) system including a disk driver and 
a reproduction board connecting to a CPU bus. 

SOLUTION: A drive 1 (reproduction board 2) is provided 
with a random number generator 9 (12) of the same 
system, a random number as an initial value is 
transferred from the reproduction board 2 to the drive 
1, a random number resulting from ciphering only head 
data of a sector from the drive 1 is returned and a time 
required for return has a limit. Then sector data 
including the head data are transferred and a 
discrimination device 16 discriminates the coincidence 
with the head data to inhibit the use of illegal data 
thereby preventing copy of data with the copyright on 
the PC. 
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[Claims] 

[Claim 1] A digital data communication system wherein 

a first random number generator and a second random number 

generator for sequentially generating the same random number 
as each other after the respective initial values are set 
are positioned in a first unit and a second unit which are 
connected through a line, respectively, and prior to the 
transmission of digital data, the random number generated 
by the second random number generator is supplied to the first 
random number generator as an initial value through the line, 
and data of the head value of the sector data to be transmitted 
is encrypted on the basis of the random number generated by 
the first random number generator based on ttie initial value 
and the encrypted data is transmitted to the second unit, 
and subsequently the sector data inclusive of the head portion 
data of the sector data to be transmitted xs encrypted on 
the basis of the random numbers which are sequentially 
generated by the first random number generator and the 
encrypted data is transmitted to the second unit, and the 
second unit decrypts the received encrypted head portion data 
on the basis of the random numbers which are sequentially 
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generated by the second random number generator* and stores 
the decrypted data in a register, and subsequently decrypts 
the received encrypted sector data inclusive of the head 
portion data on the basis of the random number of the second 
random number generator, and judges whether or not the head 
portion data of the decrypted sector data matches the head 
portion data stored in the register, and when the number of 
mismatch times reaches a predetermined number of times, the 
communication between the first unit and the second unit is 
interrupted. 

[Claim 2] The digital data communication system as defined 
in Claim 1 , wherein 

the second random number generator has no means for 
inputting an initial value, and an allowable limit of a 
difference between a time period required from transmitting 
a random number generated by the second random number generator 
to the first random number generator as an initial value through 
the line, to returning the encrypted data of the sector head 
portion data, which is encrypted on the basis of the random 
number generated based on the initial value, to the second 
unit from the first unit and a time period required for 
generation of the random number used for encrypting the sector 
head portion data, is set to half the time period required 
for generating the random number or less. 
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